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Resum®

Pr8ce sleduje vivoj prostsedkt na ochranu soukr om? od |
cypherpunk Odpov2d8 na ot8zky aProlL se o cyphatrpuakplkerypumnmnlge 2%
SseGen?2 nalezli?0 nebo aPotsebujeme cypherpunkery i dnes?

This paper pursues development of means to protect privacy from classical to modern crypto graphy. It explains the
emergence of movement cypherpunk Paper also tries to axswers the question like "Why should we care about
cypherpunk/cryptography?”, "What topics cypherpunkers solve and what solutions they found?" or "Do we need

cypherpunkers today ?".




Pvod

Mi | an Kunder a Nesmrtemost® $k piomé n B $ e sFsea n 8 k ® mneedistugeapt eir kug z § n
dNezallFeeGlow vel mi zvl §Gt m2e mgovianosa $ 2k at Her kbékisSahle je vce
stejnn v@aclomrsdiad@e2malj 2 sgr §iao ni ¢ pt 8t . Musel.i by se nejd
pravdu. Kunderad 81 e tuto myGlenku rozpracov §vs8p 2m@aalaskdie ref’2nfaBu i n a
spolelnost nmakdienabgi &mut dpopgaiveccth me pros2m dystopsyg&REMYt
A pokud spolelnost nem8islo®k od#etyhneo Amrogvid ut,apmonEn @dt sdnl it

(jen komu uzn8m za vhodn®).

Ochrana soukrom?  jre§ sv v Gak mno hreenH $8 peudk§ Smac priddeoded§vna vzn
technol ogi e, kter® n8§&s mnly ichsBouHilpyouizej &gai oknramher
tajenktVyGCavese, z8§mWyytoepfyahGHsd egdhabmeklgyce pr §va na s
j ako z§kl adn2h'o | idsk®ho pr 8va

Druh8 ptl kas$2@.hd§sgiotlsg&eltr?2 min 8§® dhiuit,?2 kptSeerh® dnot it dosavad
ochrany sdwWkroompZ.§cVY bych8§cthit npr @ad lecspmdt zdi skuze oesongkwuo

v T p o Ltechnol8gie.

l1Listina z8ktwadbédh7pbr8@ek Nedotknutelnost osoby a jej2ho soukrom? je




Strul n® dnDjiny

Ja k j sem nstwradlij ! hivstorie
zasahuje hluboko do minulosti, aH nnkam do
me z i 50 a 1U0elt yt ipss2ecd naG2 m

vzniko abstr akt n?
uvaHovvaltasd. Njcbv % o
(kter®uje v8G vziy&hehkasvptd
Zvl astwychg@dkrom2edy moHnost

kKyypdajgradakGz m~
ctm@ym m

ky 6F ®n2n 8 m u

j edjjmB®mov aG
@i DProlomltel n § ) .

k

se

kry pkogptadaral T zy

pszkl d K
RPNy c'ikt§e Mca® dA 7
mo Hné o

e snadn

al e

ePy9 th—& v@jdeddodnes
piBimeog dy, A e B ke C atl

nebo skupiny selektivnn 6odhaploosvua”t
§2¢ct nnkomu sv® jm®no, podnlDatl GEe zB ) 8&p aod . k rwépdt corgw tad ii g t 2
kdy je tato %vaha moHm§ 8§zapéinchBoeda,Lafleprzoe dat &2 n® coby
djak si sv® soukrom? chr 8ni Diferedcé Okthgind ORrypthbfafi Y s & @ Ko s §v §
mnchy pro ooscohbrna%nhuastnictvz.systl'e)rﬁaltic%hnb 28§ mu 7 e strany m
d;kazem_Jsou hroboyso:sbn}?.)m3hs.e/br]|c(mt|Hrnosti Gi r ® kv e$djorga satf ii
kter® si zemsSel 2 brali ™ i do posmrtn®ho Hi vot a
Sdomest i(bkols aakd 10000 p &znikapl ) "aPS*klad i Edgar Allan Poe
ohrady, dvésePomdgshii @&ichsze?f 2KkygmBp3 slreyyptografie zde
a bezpelnost Azkypwgadd [®nppuze rozluGtnn? ps2padu)
rozG28den2 snah o ochranu soukr om?2.
Vnt G2 zvr pts?2rcdaotdEwsd de ok ®
Kryptografii jde vz 8§sadn rozdnlv gl k ynta®t ov dobn ji Hmneh®s't

kryptografi.i kl asickou a
zal oHen® smgchani ck®m
kryptografie pracuje sdi gi t 81 n2 mi daty

vipolLetn2ch

mo ded rerk’t.r ol Gthand ek ® QGG aAK AP Sedr
jsme mohli mluvit o krypt ogr afi iodo tddhyasi ek® vnpnoval a
pMoidnecringw u A2jviad ao d

psedEnwiGEmy,r oktl eul
20. . | B 8®Ba | csmeor 2e

pr dletzi crkau Hdd 3ady pr 8olsku &r yp

strm3 t t @ren s prrEecrger8istngleetdiey Parkuu k § z al y tnoas td tdl oebfti

Klasick8 kryptografie sah8 n@gkod okgiims&dd rnebo doaméspdbdbiost
dpouHit2Meipfodr§nvi a Egyptn keypgt cdooBgthreassy v81 ky se toto
ps21iG jasn®, ale od dob Seakha:2rliddmeos i dwdlyemekde pr
skutelnn bavit o kryptografi Gi%znamenalo rozd2!l mezi vTihr
Klasick8 kryptografi®dern2 kryptografie
Hi storie Gifer je od polb%itkuy uB®! 89ntpd W@ SZ&RINGYS ebdyd vyG?
sarm§dou. @gifry howbyvgliimSpsushBp®sipbrovsk® | $§dmg alio

rozkazy a pv 8lednélons® o jednoduchou

transpozi Lknky Gid rppap?r

popsal a po jeho rozloHen?

2 Modern human behaviour. In Wikipedia : the free encyclopedia

ztstala

kryptografie investuja pa¢aeé

omot ani ulMrlaece vEBY £9 Kk UAFBA (ArBed Forcesa r

pouze $ada n8hodnn

6 Caesar cipher. In Wikipedia : the free encyclopedia [online]. St.
Petersburg (Florida) : Wikipedia Foundation, [cit. 201106-19].

[online]. St. Petersburg (Floida) : Wikipedia Foundation, [cit. 2011- Dostupn® z WWW: <http://en. wikipedi
06-261] . Dostupn® z WWW: TP OE Ed Al | 21 b K 5
<http://en.wikipedia.org/wiki/Modern_human_behaviour>. ’ gar an. atl rouk. ra
3ELI ADE, Mar cea. Dnjiny n8boHensk®h oCIpherM?Chlr§§ [online] (8006 [ccflt 2[911\?\/%\/14] Jgpgnr‘]ese Purple

po eleusinsk8 myst®ria. 3. opr . vyd'prl:’r'a'h OStOL“krb\YI\/FE 518 s.

4EU ADE, Dnjiny n8§boHensk®ho myGIl en?
5 YOUNG, Gary De. Dr. Gary De Young [online]. X
Spartan Scytale. Dostupn® z

<http://courses.gdeyoung.com/pages.php?cdx=168>.

[cit. 20206-19].
WWW:

<http: //mphermachmes com/C|phermachlnes/purple htmi>"

9 History of cryptography. In Wikipedia : the free encyclopedia
[online]. St. Petersburg (Florida) : Wikipedia Foundation, [cit. 2011
06-2017 . Dostupn® z WWW:
<http://en.wikipedia .org/wiki/History_of_cryptography>.

'



Security Agency)p s edchtdce dneGn?2
Agency (NSA),z a | o H eone®1952. Vroce 1949 se
v Gak

Communication Theory of Secrecy Systerfs Claude

stal a

Shannon™ 8 0t e ¢

Nak i eni InRyeeodroertiitcyk y

jeGtn o wy@laa dknigtH&8d8 pmecsaaodalzavahan

mohl a um?2 st
ps$2stzapgsi KrovanbDim edFiittt@®. byl o,
Gi fru

sektor. Sama vl §da adlltsplod, na

informalopracbvalt ecbndl dgako firemnGifajoemsti vz .

bnhem Dr uhl® vsS8Mrktyovhas pojog¢mrkdelkch

D hT m, h dtl eHi t nj
skryptogr &fiin8r nzJelhogi k®wur h seGeanu tm mnohem tleritnl
l bifcekeyy ki rafie. Whitfield
probl ®mt booletahnﬁgyn%cc)kyiixyst\/\é)>r/’r1r(]:~§:hezsea@y16 yykiymtdgrafie e
iffie a_Martipn Hell S i Gl i t ®
st al z8kl adem pro pr 8cdehopoz Ir]lf%,;zaéln emr%art]epnfzalt(% klg.se sys me
. - a soukr om®hmet rkilc2kl®h,o) kt er T
pr 8jce povatHaovimlag8t ek modern2 kryptografie R
- b L k i k i i kdyH
Shannon navrhup vy uHi t?2 inforH’fal;nzcehzpteecr:]fc])rﬁjoloogmluznI ac I y
I dob k Cc boydl v
pro | ep G2eh®v if s lovetBlkngujaly AFSAS a ce OLj obu onverzatoe by I?OOS
. dtl . eHi tnj G2, 1 v d I t ®&d
t ak se podlétt alHe d digitsgln2) 1’-(,3(|af1|r7or\]/]§1l’12 k?ugg o nustyas ®dn
) . organizace ', alel i do® wvzi | n2 ho/ akademic
prim8rnn arm8dn2 z8l eHitostz2. A skut%Lnr] tomu tak byl o
Sps$2chod BAk i
dnejpokrolLilej G2 Gifrovgg?2 mr]rI)Sa Camoerll@ﬁg NS%\C% %?Y[{ngkmc
L vrioce 1978 mnlraucwe Sveg lnnoists ivl
GCHQ(Government Communications Headquarters).
pro ochranu soukr om2. Dok on
nedok8zaly prolomit & miA \sle§
samozs$dj8ndm wel 2bil o, uvalil
vivoz Gifrovac2ch al géco#fmuH
vioce 1978 bylzé@ksakzahp®d&l atvg)

Pol ovi na 70.

poci Suj emeneaH dderpod 1976 ezniky

Data Encryption Standard®8v e §&Ginf r a wBpv i n Stk Piny vznikheufakTsi

a propagovan§ vI 8§dau N8rodn2m

| 2mn nuGa kk tpesibriuéd!Na 1 ©

do roku 2000.

dtl eHf

existoval yn8dkzvoa yv

Vtomto okamHi ku | e
dobu
na pouHit?2 keriywptlongrmaf s1@k tjoe di
strann vl &8da, kter8 by r8da
kdokol i v mo hftovatctakkabylki @ ma a @8 d n
vid&i2 or gani ztaecoer ep & foskiTa p . N a
novn vtzenriS8k ahy cP § &4
ndaidgi 8 §lomkmo md mu h ®

vi ednu

kontrolu

odboj

nstitutem

Cypherpunk

standardt a. t BoehunHeé bves ev enlikk@ny

neuchytila, L §stelnn

10 SHANNON, Claude. Communication Theory of Secrecy Systems.
New Jersey : Bell Labs, 1949. 60 s.

11 Claude Shannon. In Wikipedia : the free encyclopedia [online]. St.
Petersburg (Florida) : Wikipedia Foundation, [cit.2011-06-20].

t a kagkdoare®, strachu z

I5Nedokumentovan8 cest a,Vps$akp andanp aDdEnSo

Dostupn® z WWW: <http://en. wikipedilaylor gr wlinld®rm Gdecddiet é¢b | Sohcazncnho n > .

12Jevt omt o ohl edu dt| ¢ Hk®®fgizi uwidomieb@®lyd ybyl i soulast?2 hac@Oeletestk ® komuni

infor maln?2roce 949t ®my v

13 SMID, Miles; BRANSTAD, Dennis. The Data Encryption Standard :
Past and Future.Proceedings of the IEEE. 1988, s. 485.

14 P 0 u Heese polize asi do poloviny 80. let

——

171 kdyH Bobbyvahmasedin§mi| NSAHe NSA
Publ i ¢ roe 96§ (VizHThesCyphernomiconn 2 )H e

18 Algoritmy.net [online]. 2011 [cit. 2011-06-29]. Algoritmus RSA.
Dostupn® z WWW: <http:// www. algorit

'



CypherpunkeSi

Cypherpunkes i byl i vnt Gi nou t ec hnShackwvgve zRidar| Zrueu Rames t Ende®, Game
ktes? mnl i larka tievmat i w2t ash v T Bnovicmshn Fhen Cryptonomicon nebo The Puzzle
technol oMoHAmMOSt akti vnhojipairt i cHalpcexasamoz$ej mn odborng | ite

pol i cesjtntmjuak j ej ukazuje Orawmalemhatice@r 9 elnk® blyihsatArgt ey ber pu
revoluln2 myGlenkou. Studen§8t eex@tltk.a nevypadal a, He by

i rovnat

mnl a shkhetnfltadhou fantazie se mohla p$ R
ak na dtl eHitosti cCyp

- v G
kudr HogacePwv8vn titdalkiod® ajo;brr]§vr] v

zzsk(%lrlocaH%IQQZ Cy;bg%pl;nlkmailingoti F

zni Ledosiponovaldi ngstroji, kte ol
list. Ma|n Ilst k tse/ri Tmi to® mma el i k
obranu prmoaANT nwlG&d n2 m aktivitsm i

pse d b n h IVzni@l @ Bam Franciscu aniciativy Erica

Hughese®, Timothy C. Maye€® a Johna Gillmors”.

VGi chni 3 byl i finalnn zaji
grafii ogogerql"hjzzalagib£édissiktkmwﬂﬂ-|elkterT
2 hranisccehgz eNl8sj etinkwmnmgk 8 £ nlmodas hn a

Mani festo 8

Ztnchto m2tirlotzn@b@phEpuake

kterT vymysl &l Budg Mbl Ipown?
Os quJe cypher punke
rIT_]eB ebbdsfhote ko

zamnseoiijmji ch soukr om2.

I z8kony proti krypto
tak dal eko, kam st 8tn
EricHughes - Cypherpunkés

Hi storii, ditlefite® posvznékl Mailing I|st D|
cypherpunkert a vis&dy kpzepisdiC&! %Yev

Crypto: How the Code Rebels Beat the Government se neli Gi ﬂ yclomi ¢k mhmdnmh 5agTl t

) . . .
Saving Privacy in the Digital Agé®. Byb to o b d o b 2 rozdzlpsgylommosti diskuze o
skut el n ®mezv 8yphenpunkery a NSA. NSA

chr8nil a monopol na kvalltn;mq<n§yr}oglkgn‘er® mo gpodpsuzt

vdigit8l,n20 dobdlpezpel? paod i c e

30 : >

z8jdgypherpunkes§i bojovali I;SSt‘uG%ylz'a R 3 e%ef cf3|¢“ezha'0"i"I G e
1

nnj ak® k o(nrke v®d Inei{ & P @ nNngpho urovef d|skuze

prominentn2ch cypherpunﬁl.er'; skonlLil o vV e vnzen?

Cypherpunke§i ni kdyvamaeaBylai jrijjiakh or gani z

ng§zorov® spektrum zasahoval o3Apf°! kr dfne ”?ek\)’?'cietudpvs' @geho po

) ] o 5 ] cypherpunkery zapt sobi | a vel ndo Fp odznea ndiovino.Ai t

krajnti paéavipo é.nca/pherﬂrunkerynzes Lasto@ kazotwgnwcykpherpunkoviah He xgiec|

mus2me chr8nit naGe Prav® j m®no | e

zal 89pdjoval p $ e d e ¥ &P eneni wknyptogtafii, vystihuje.

- o - 2 -
public key amo Hn onsatsia z e n krryep§“0rg®ml2f4|\|ﬂiemoé/hodem: dodnes fruemjkd®&l2e fJwen kK lon

Hi votn. Dal G&H tm®anak @an @is i &0 .a Meitl | aeyppepykghagagdanetmai | ing i st pl v
pod d o m® nt@ad.com d ano, web Johna Gilmora

90. Z8 k| asddm?2l ech &0l ogi e cypherpunkert byl a

25 Matematik z Berkeleya aut or A cypherpunkds m

postavena na kni h8ch j ako Orwel |l tv 1984 The
26Mat emat i k, ntelu, ad(ouTmmGyMwermomconu The

crypto anarchistds mani festo ¥TTete
jeho dtleHAitich textt by vGak byl m

. ) ) - )
19 HUGHESEric. Activism.net [online]. 1993 [cit. 201205-29]. A 27 Zakladatel Electronic Frontier Foundation, vizkumn2k u Su

Cypherpunk's Manifesto. Dostupn® z ’WV\R/\[:OSyStemS a zn§mi aktivista.
<http://lwww.activism.net/cypherpunk/manifesto.html>. 286N§zevdyezen od popul §rn2ho HEnru:
20 LEVY, Steven. Crypto : How the Code Rebels Beat the Government 29Vhacker sk® komuni tSgJuden 8End i tt ark ®. § sack
Saving Privacy in the Digital Age. [s.l.} Penguin, 2002. 368 s. ISBN Mondo 2000 (kter7 =zakl §dal)

978-0140244328.
30 http://lwww.cypherspace.org/adam/cp -stats.txt - seznam

21N a p $ 2JkmlBelldautor Assasination politicsjevnnm dodnes p$i spnmaidingtstutnepodasil o se mi ps$2mo :
22Viz.Cryptoanar chi smus jako ideologie pos§tzan &‘m mObSEkhUJ mnol?o DBk mavich |

Schneier, DaV| Wagner, Adam S%ostac% Steven BeIIovm a

——

)
)



Jak poznamenalWill Rodger: Cyphernomicon35 dcypher puBRAQerokukl®94

o cypherpunku, cryptoanar chi
obs&§hl T a m?s¥ gokumenty § ekl §evickn T
AByla to smBDs revoluln? B@"v*“c'éyn%H 15 letech moHAnos
pokrolil ® matemati kyhf . ]
- Will Rodger 3 uvaHovgn2z, nkidkyi poidisd@at § Hesol

alevGi chni plegdes d2dr ur.Nielku® i d

trefnn poukazuj e na cypher

Mezi ar c hai cdyghemunkery existovaly polL2talovichTheun&epher nomi co
vpodstatn 2 moHAnosti, jak budgswnradite bmeoueaest pro vz
Obsahuje tak® rady ohl ednn
1. St 8§t pomoc?2 digitsg8ln2ch technol ogi 2 a
mailing listu.

neust 8l ®hozil Edowv§nbdn?2 svobodu a
soukr omz2. -
2. Nebo st §t bude zni

A Cypherpunk's Manifeso t a k ®
epPiof§G2 nnkol i k: zaj 2 me
mi ni mali zov§gn) zZa
technologi? jako k
Soukr on?t eevSen®

Al e t ®mata se dot it?2 aspol el enosti vyg:
zneuHit2 technologi? chnlkn)yrjb %raf,m.yP?I;u
bnHn®ho Ne&wmphaet nailngar jen ti, jimg je to
| i stu o hslte¥llBedrtek obsahuje Eric Hughes - Cyrgr)]ar;]ifesrtopunkﬁ
zaj 2mav® Doojdinmawi. | e
polLet odbnratedtte k9e4
700 | rode?199&( wr chol ) a®H Cypherpunkeé§i s

tdlhocoehou dobruych®H®mzvest v
i ndividu8lnad2 host §tnz m
p Popporbvale eje vt o m zji Gtnn

Pokud uv § H2 me, j ak§
inernetovim psi patplstvand
(aH od roku 1997 se je

s v n°t a )odbornost diskuze, j sou t o public-k ey j e nejvmphlagiz vy

ukazuj2c?2 na opravdovT @t 0kr3ﬁpt®l’raﬁetoﬂﬂenesance.sznikPGP
1 poL§tku 90. let, |
Kol em <cypherpunku 0I . _
kryptografll mas8m, j

vel mi dtl eHAitTch Thee _ .
vji ej i ch SstneajbBhknn ste L ast

svich text echomamgrippdkéidnsatFa v a m

korporac?2ch, pol i cecyphetpanku st §

samoz$ dyliamAssange Na | istu | ze naj2t i nnkol jk Leskich, (ne . . .

N 2
vGak p$21iG dilefitTfch) jmen. |l ze Lasto c2tit aktivistickeEé
31 RODGER, Will. SecurityFocus [online]. 2a0[cit. 2011-06-21]. R.1.P. nedrH? jen t®, ale posunuj?
Cypherpunks. Dostupn® z WWW: smnr em.

<http://www.securityfocus.com/news/294>.

32 MANNE, Robert. Cryptome [online]. 2011 [cit. 201206-14]. The
Cypherpunk Revolutionary Julian Assange. Dostupn® z WWW:
<http://cryptome.org/0003/assange -manne.htm>.

R . ) . 35 MIT Project on Mathematics and Computation [online]. 1994 [cit.
33 Mailing list ARChives [online]. 2001 [cit. 201206-2 1 ] . Dostupn %ll 061017 .

WWW: <http://marc.info/?l=cypherpunks> The Cyphernomicon. Dostupn
’ ' ’ ' ’ <http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/cyphe

34 Internet users per 100 inhabitants 1997-2007 ITU.png. In rpunks/cyphernomicon/CP-FAQ>.

W?k?ped?a : the freg encyglopedia [online]. St. Petersburg (Florida) : 36Psece jen,pyrekwwi cypher

Wikipedia Foundation, [cit. 2011-06-2 9 ] . Dostupn® z WWW:

<http://cs.wikipedia.org/wiki/Soubor:Internet_users_per_100_inhabita 37 Mailing obsahovalzn e mal ® L §sti i osoldn?z Yt o

nts_1997-2007_ITU.png>. nutno $2ct, He si ale stejnn udrHAov




Cypherpunkgsi kpd. V2zme, §e nhDk@bleHitTm bodem b@rypto t ak

mus? ps8t software na ochrapdhagSoukn QM - ra C o e 8 ki d
A nebudeme m2t soukrom?, éaokudé t&r’" zatasaprs Learel

nebudeme dRlat vgichni, aeyphetpunbkertm psSinesl| Jotgt G2
budeme ps§8t ~ , S,
EricHughes - Cypherpunkés mani bess%rbll L1 gnek osvntluj ¢
vzniku. Obsahuj e tak® Vyj 80
kcypherpunkert m, informace o

ACypherpunks swerisealcoodpdkeibres zamyGl en? nad budoucn
heslem cyphRalpd@n keefritt.7 text Vg zrgizghk8zej2c2ch mobil n2
zcypher punker s kABsasindtorogoltigsT. e | e
Assasi nat i on politics Ji ma Bel |l a j e zaj 2maviT
my Gl enkovi ,exhkéeeifmengol2t § s e vzni kem
anony nhpPedad Poold’, kt er 7 &me Lvn ®m
dt sl edku noSt evsSiem@&sutosp ol eni ni m81 n 2
st 8§t Zapjodmavost?2 jpmornofilhe kzarkl tak®
vy Garalwm n8kl adu a pdGQypticypherpunkery
seduction’. Podl e popisu jkel asoz#&im mezi
porno filmem a krypto por no fil mem naps2kl ad
vhnkoli ka doak&dehtkn

38 BELL, Jim. Outpost of Freedom [online]. 1997 [cit. 20106-14].
Assassination Politics. Dost-ofpn® z WWW: <http:// www. out post
freedom.com/jimbellap.htm>.

39SpoufHit2m amloatyenmAzdhh met od, aby nebyl o moHno
vystopovat ¥Wlastn2ky

40Seznam | id2, u kteriTch atipujeteo kdy zem$s$ou. Spr8§vn® uh8§dnut? se
rovng vihsSe.

41 Mail-archive.com [online]. 2000 [cit. 201105-30]. CRYPTIC
SEDUCTION-CYPHERPUNK SPECI AL. Dostupn® z WWW:
<http://www.mail -

archive.com/cypherpunks@algebra.com/msg04068.htmp.

42 ORLOWSKI, Andrew. The Register [online]. 2002 [cit. 202105-30]. 43 LEVY, Steven. Crypto Rebels. Wiredl.02. 1993, 1, 2. Do
Al i ce, Bob and Eve too. Dostupn® z XNWWY:
<http://www.theregister.co.uk/2002/03/16/alice_bob_and_eve/>. <http://www.wired.com/wired/archive/1.02/crypto.rebels_pr.html>.




Soul asnl cypherpunk

Cypherpunk nezanikl. Mai | i ng i st j e st 8l ge aGitfivon¥8§na& ps2stupn® i
vzhledemkt omu, jak8 je z8kladna jehpr §¥n spoov at edatll taj eydpherzp L
fakt, He je mddé#Hupearsii Odr Li t ou WArtorvhefrout kryptografii vl
konce 90. | et se t ealempjsh psest aadbyposudd2mahl, i br 8§nit psed
my Gl enky psetrvaly. Objevovaly nesk®o nnodvikrakpe mjge latf y & mt He
koncepty apost upy p$i vyuH2%tGmse krypt ovegerlanfii el evpro& r oli | 7 softw
prim&rnn zmnnilo? TrueCrypt®j e zdar ma. Dal G2 Gi
jezdai)madost upnt naps$2kl ad
1. RozG2s$senost internetu (trochuy aradoxnn) vedl a

R R kt r| Je tak® zdar ma. I

kt o mu, He nemt He ni knout ovan )
. ! venl ! hardwaru kI%sIaIPZr oV ry§chl ou acibez

diskuze o kryptografii: .

se zaGifrovanT mi soubory

. b bud k i S2 10 G , H b ,
a un uwae skupina ps o Wrdwa§re cl)f]esar%@yplat2 i pr o

mnl a nnj akTt hmatatel nT negfsek§ (r:]rzlir§ni6nzm[mé.iﬁ‘g¢/iedm
gl obSlwnzi dietko snad | AS mT (('13'(;ria Fr’]rlvoxy+ Firefox)nebo 12P%.
b. nebo j e t ak vel k§, He se di skuze
rozpads§ a ztrs§c? konc@ytprlneir pa nvklkgbBrprostoru
(i kdyH) ro@m&hl ® Prvnn je nut np® esdi skeiviwida smé n

2. T®aG f r omirBoniternet s e péesu““'\PkydbOerprostoru br §nit Gi fr o
poz&d2MtHe za to psedevGEdny kyvajiat ap st e Skpa Fkd oiun tcehrvrpd ti
dostupnich n&stoj Napsoklgad fRVENZ sl edovs&n2z ufivate
svobodnT software TrueCrymieple® pRaterbitmP " SN ®IMY se t ak

pouHi tdneGn? dobn neprgltemitelenrTori smu, pedofingm
(neexistuje ani teor etyiceken et IMQTHCHP Sskeasnet Tk§ | en
prol omitel nostnav&icf rTyr uAE}]S§yvprthy zazWSA,aj UK, Btay)m@)c k u
umoHfuje kombinovat v2ce BVerzspteeILVnoosbtrna’-nys)lo|3|ky, Kter® ¢
3. Diskuze se taphpoel psejnesha o9wd8§t u
kteri obLany fyzickyijeickontrol uje \%
domech apod. kpol i cejn2zmu/ korpor 8tnz2mu
kyberprostoru 8 k a Hd 7 pokus o0 monitorov§gn?

internetu psing%2 protesty a petice
4. Posl edn? zmnnou je zjednoduGen? a zlevnnn?
kryptografi e.9. Iletecht bylaHe v
kryptografie dom®nou ar m8dy, tajnich sluHfeb,
mat emat i kit a pol?2tddiesvi ch odbornz2kt

48 TrueCrypt [online]. 2011 [cit. 2012-06-1 0] . TrueCrypt . D
44Zaj 2 mavi je naps$s2kl ad AsRubberboseh o s yVWsWWR anttpMawwirtearikpkoug/>.
(file system). In Wikipedia : the free encyclopedia [online]. St. ) ) ) ) )

49 Tor Project [online]. 2011 [cit. 2011-06-09] . Vi dal i a. Do st

Petersburg (Florida) : Wikipedia Foundation, [cit. 201106-15].
Dostupn® z WWW:

<http://en.wikipedia.org/wiki/Rubberhose_(file_system)>. 50 12P [online]. 2011 [cit. 2011-06-10]. I2P Anonymous Network.

WWW: <https://www.torproject.org/projects/vidalia.html.en>.

45Nemy s | 2 m GQredtspaweyr Sabk ev Gi frov§gn?2 pevnDOcShtudplns@&[ aV\F/)V\(/)V\é <http://www.i2p2.de
zad2zen?2, kter8§ nejsou online 51 Internet censorship by country. In Wikipedia : the free
46Zamnohimi ch st@yphergumkesi encycloped|a [in|ne]. St. Petersburg (Florida) : Wlklpgdla
Foundation, [cit. 2011-06-2 1 ] . Dostupn® z WWW:
47Jak se mi mochodleom inevd §lvRho st a <http://en.wikipedia.org/wiki/Internet_censorship_by country>.
[ w])



Pokud v&gnnD chceg pos2l at Tog@oeohjs komgnikai jak pouze vr § mci  Tor
zpr8vy nezagifrovan® a skrczh o"\esS Brst® Bhledu iako darknet % le i
kang8ly, dobSe. Al®i npsdHYm ( & ) eulz-;\o ar-ne ), ale i _
ag zjist2zg, ge |8 (nebo kdoﬁlkn(ﬁlniyvmnjzirkIO)munlkaCI na kIl asi

si je |teme.
- MrKite 52 Uvnit$ Tor sz2th
VTor s2ti se Hidderc sefizegj 2c oHz \j.s
technicky vzato kl asi ck® w
Me z | cypherpunkery plat2p5|d_iano@Okvurst\)(%umunihaneosaynmity

komuni kace nazaGifrovang, nr]\l/(rd§mcc|'220|1 S;E%. jJee ér?or#)jrﬁntri
acions8gl n?2 psSedpokl aad, I@Itaerlglédg\}&tsrtz S

-

ezaGifrovanou kojmucn kdwah® e vel mi

kutelLdnpfé&yn visgdy maj2 zdrojeNato hdkaor §r&ovicbelskiuuH6&br
el k® objemy komunikace. Nek®i hsojvnygvmad?2 mbhbk&thkaHhypoo
ajistikvap&éizrrstmrplisﬁé;amd)nﬂbﬁmmﬁa sestroj énzxskwizlmgGrfi-m.a a st
to plat2 anaé¢bgizpé&ly? iblaccpabdobkt es? majperzekaclk. zOblas | ze
hackert, apoch | war t f-ra di sidentskTch skupin.

di skuze nej sou ppgv8abhpwki® be
Jak- se edy dnes aplikuj? cyphedpuhkeresk® e aURLVNiténe A

postupy? Co  hmat atel n®ho n§m pos5ﬁ'3dsﬂ_cayiﬁygé?terxtpkﬁfsgk’)?ezodkazukdaI G2 mu
Psednn vznikly projekty Jak0zd-lrofingng:r{egogténeté“?Pbéoi Tporrvnzm ps2ch

< »w >

N

Tor vid2te jen strsnky, ktér® s
. . ~ TakHe zzsk§vtﬁm§t§|vm)§facnramtmm2nn k
j e anonymn?2 s28 zal oHens8 na _technolog|| Oni on
&5 ) . Hee jt o anonynni2desskZdnnry?2 kely s
Routingu™. Jej 2 dtl eHitost spolL2v8§ psedevG2im
mus 2t e namepaheetme c hanivcykh®Rlheod § v a |

T v(relativoad®dzvip,zk® ky LemwWwnhHtée?2 dfor s28 je tedy vib
pouHatnoinyknn2 mu pouH2vE&n2naphi®Pkpicay, kter® si nepsej?
1 ve schopnosti spolupracovat vpodst atn &reonymita jen dal G2 pjl aacsn § 20
v Ge mi apli kacemi na viGesho #pl g @iotui cphedofi l ov® a
operaln2ch syst®mech D§le urlLit® mmedstrovods wiethh e
9 viednoduch®m a rychl ®m naeHavem¥rnupesliof@ar malLn2 bod)
bnhem nnkolika minut mtRetgean’bbaEdlti tvilcga®n #a kntaizwms§sntTym

cenzr u nebo pomoct jinim uHivateltm obej 2t

cenzuru

. 56Zvenl?2 neps$2stupn s2§
1 vc e mip zdarma P pns

57Exi stuj?2 pouze modely sledovg8n2 za
modelec h sl edov&8§n2 provozu a jeho rozl

58 Vzhledemkt var u oTdd&krazg?2 tvi (naps$-. The Hi

http://kpvz7ki2v5agwt35.onion) j e nepravdnpodobn®,
52 Tachyon [online]. 2006 [cit. 201106-26]. [cspace users] Re: zvenl?2 n8hddmrk L] eweibl
Cspace. Dostupn® z WWW: <http://|ist t hyon.in/pipermail/cspace
9E><|Stova|y pokusy zavO@mntanduyhled§va

users/2006-August/001128.html>. ~
(oznalen? o dar knetalve ut s | WwHikw ZTlol

pr
53 ICAZA, Miguel de. Miguel de Icaza [online]. 2011 [cit. 2011-06-23]. kdneGn2 mu dni nefunguje ani jeden.
Dropbox Lack of Security. Dostupn®

z  WWW:
) . ;
<http://tirania.org/blog/archive/2011/Apr -19.html>. G0Na rozdl od intentety, webg, n&feod

Str§nikyt er® se propaguwmjoyg,r ajfd @k Tlna otha

54 Tor Project [online]. 2011 [cit. 2011-06-09] . Dostupn® z WWWoto mnoho |Iid2 po p$s2chodu do Oni
<https://www.torproject.org/ >. je jen s28 pro sd2len2 (pedofiln?2)
55 Onion routing. In Wikipedia : the free encyclopedia [online]. St. 61Na Tor f-ru talk.masked se nnjakou
Petersburg (Florida) : Wikipedia Foundation, [cit. 201106-28]. t ncht odswaenbojzrdrg se uk8zal o, Fe je nenm

Dostupn® z WWW: <http://en. wikipedimaelbogywvk§tiOni on_routing>.

( )
(L )


http://kpvz7ki2v5agwt35.onion/

obsahem.VOni onl andu majR® z2sk®upen? ta

projekty: PirateLeaks.c# a KinderPorno.c2>.

Podle nnkolika =zdrojt, kter® provedly analTzu
provozu na Toru, je vGak wvntGina provozu smnsovs8na
ven ze nsertmms lidtetndtwo Jde tedy vidnt, He
vnt Gi nn uHinwoamdgritemeét,sena b2 cht nj 2
pouH2vat anonymnn. LepG2 odhady by vGak vyHadovaly
vizkum Tor at ak?aP®m2trgak®Dmu, %
doposud nebyly provedeny.

62 http://qyy2n2igpc51524q.0nion:8080/

63 http://n4k727ngnwkvb4g6.onion/d/

12

——
| —



B T —

e m e p— g e e

Cm gy g e e

—

om o A s L o -~ -~ H oo m 3 il en W oLhom L LI I R I Sl S S [ O I B N 0 Y A B L D = D 0 D e I 1 B
™OwW ey om o h £ i i i th o ) L 1 i il &3 Y4 6 6 O o 4o e L W T ' e T T Y o o DL = I B | I B |
L T o T L TR SN [ Vo R T T oo owy wy oo u Ly oo ™ Lo S O T Vo T o Y Y T ™o 0o A ] W ™= om o LT
] -~ on m o = o) m & o un M b O e o LY T o o O o [ o [~ M W W3 0 W Y N Lo o o L I o Y O I L [~ ] 0O (1 03 = Y =
0=r O T oM O b B I o L T O Ly [ I T v T Y O I | {0 T o o L O T o o L LV I o (e (R B L (W T T e O e i O
L ) T T R W R USRI T T O B Y o 7 | L O I L I S R R L o | = 0= el = 0O 0 U2 N b LI I L I R Y S I L2 B N L L Lo N o L
- o= 6 0 W I T O = S T g T TS LY T o O T o [ T T e T I T L O om H T DO w0 Lo T Y IO i T TR LY I
L T | I O T Y o O o i T T T I e e I ] = 0 oup ] 0 - i LV I IO T o I v O o Y 1 [ L N i O e Y Y IO = | [T T T I B T (O
L1 M )y on - m ) Ud e %] [~ [~ W] [~ 7 B LY = N - o T O Oy O 5 | L D i T O O T LY I I | Lo 1 T 1 I O e Y ™ IO T o — W 0 ol - ] L) £]
Lo T T - L - LR 1 J e T O IO T e - Lo o T o LV IO B o oo oS O om oal wp LS L T I - LR e | [ I ) T SO T o N I o |
m Uy om0 Lo I O T T O O (LT [ 1 N R L = RV o [ou T T i e T e Y 1 s DL LI I I T e I L o ' I R LT I BV S R T
(T I R w B I S IS I T - oo om T Loy T w I T T T A L T BT B o B B R B A e v omomo oo ™ O wom o g O
L O I T O O % I L0 4 T e Y o T O o O 1 B O T T LY = - L O | - ] - OnoM N B T e o T T 1 I I e | LU L | Rt i IR ™ L R o
[ I S ™ I I B L R o I ™ I I I o LY e T 8 U I I LT R B el | [ T BT T L O N O e [ T I e T o IO 8 O O L LTI A R L I+ R I
[ I e e T B L B b L T ¥ T et R 0 L [ NI o LY R o Y Wl om - Ul o L O W T 1 o O e T o ' (1 LI T et O e L 5
1 e O N« Y T o om A D Do omoun L LI N T S o O T IO 3 =~ = ™ = m = 3 - UYL T LY B & | Lo ) e~ s ol om0
L T o T T o Y e O O [ T O 5 Y v o A Lo I i o I W o L A | L T O T T LY Y s O [ T O T LT T i O o IO A o L 1 Y e T s O TR o o T 4 i
0 om =t o oo OO m o om oH om ) L1 a0 U =H Q) & [~ m uy = ) T o = o0 W =] O3 T1om o a0 =H o0 o A om0 Oom
yosp MY e~ 0O =P il [ T o TR I e ™ W T s B L T A e T (O L I I I - o o BV I | [ o LY I R LY 5 R | o0 U ol e~ m o e B
(1} “m S LT e T (O [ I T B B L B LR Lo I WLV T T I W Y o T 0oin o ol T SRS I LI Y A e = O [ T B S B S 5 I b T
U el 6] MO M ] m Mo o om Uy el 6 E L T O I R R | I W] ul o om o ™ OO o u e MoEt =l el MO WD = ] Mmoo
=] a3 L1 Q) 3 ) 6] [ T I T T O T o T A | b JOL T T TR Y o T Y Y Lo T o LT O LY o Y o Y e LY e Y Lo LI T T s I N I o TR Y [ T O o T O e Y Y 0 T o |
m uwly m 4 on [~ 1 LR T O e o T o O s T 1 LS T o T s T O O L0 1 i O i T T e Y o Y o | Ll m o~— L] — — 1 O o WY Mo T
[ B N v R L e R o R Lo o e Y O O O [ al o~ W om oW L L I e Y ALY S o I s DL I T I B o O o | L DL I O T T R B o
[ S I L S v B [ T I T O e e R e o R U o LTS et I N B ) T JLA I o I T o T Y Y S 1 [ I (R O e T L L i WD M i el om0
I T B T I S L Y I O Lo L I L o i | S i o o v A B 1 | omom e om o L I i e o BT R L |
L T T R W e I W L L .__M — M3 M U ool [~ ) ] a0 @ wy 0 O LY e O T O B O T |
Lo T o T T T O O o I o LT A A R -1 0 [ ¥ o e e T O o I T oMoy M dn O 0
LA N T LY G ) Owuw o me- I [ S LY 6 T 1 Y o e [y o f I T T O o I L
- 0 m m L el o il oo U4 e N [ WL ] [ T e TR T Y o O o B O i R | [ T Y 1 O O o O Y o T
L T T O o S | LY w I o U4 aa al 6] [~ 7 = U4 U4 3 ) noaax an v O U =] ) wWo ad L3 o 3
M o= ] = 3] e~ [ O 3 0 m a) m =] L3 (W L T e T o R o O | oM L] o=H [~ (x] aa an
[ B e T T T s B LTS T T o O o R o | - - [ I I I L Y N & I B S e T e v e O e
Y el oo B3 O U oy oS TIOMD ™ O 0 I T L S I LT R Y v o ool WMo MO D
= LW 44 up il L T R = B | el il W= il T oo W Mmoo o = T
uwy e uwy o] = n = U4 L0 [ ] =l OO ) M ald ao L) 4] L T o T O N e T e T~ o
=H o N onowyoon o Wom o L I I R I LT I W I
=] Lo [ I T W e T e O o O s O L T R I R I I e
[ W B0 o T T R Y i Wl O Do o~ oy
R IS H o moesl S M0 o o e
o 0l (= (% [~ ] Uy T LD L L = I TR B [ e R
li-l & o LT I LY I B Y T v o MO odh B 4 oo
T Y4 W O oo W T oh O [ o o Y W | N L o
W D o omf uy 0 0 0 s e T o
g =i | T Jr Je T e J TN J oo w4 ey
— L] U v o~ L [~ @O - =1 on O 4 o
[ ) - [ I B B B B o T o LT N I I T B |
i 4 WO = o omge WD WD [%1] o om W o O o
o g 2 1 a1 U om0 £moe U4 o I T B BT 1 B el ot |
Lo - B I e LY T 5 Y o O o B | 0y 3 ] o Q) - 0 N
: £ uy m w00 ] o m N L I 1 LI R o O L IR O 1
3 z = P T B e LY e B o B = & o= O = 4 W
2 g o m e {1 LI L L I B ¥ s B | L0 S LT I WLV e I
H g - 0o [ L N e O i Y I o | [ T T N T o e T Y T

1 =
: M g - im0 LU R LY R e L | - 7 =0 0 o0
w i 2 Ly 0] o [~ W) o oy 4l 0O L I T e R T O ) IO |
‘ - - Wron Y = m W T [ 1 T i T o Y "m i[a}
E B - [ I 0 A al o g [ I A T T O o 4
m - <] (il B T T B O (W I T - I LY B RN
: [ - - [ LI e et N O T O L T | Lo T I N RN e N O O v |
H - o LU o I T - - LW o I | U I T O e L I
5 - o o0 om 0T T el [ e I T B R e i |
5 w T e oM ol o hn_“mhﬂ_.._u.n_.._._
m 0om [~ W o 3 0~ M L il 7 ] uy M o=t W4
H . m Y =1 L O O T T O = I i s I T L I 1 |
S H & 8 [ = e A N o T W] U G [L4 I
m 2 5 mM I {1 LI T o+ T e T i LTS I L B o o T L N [
= e g 8d H O TR I S LY = i o B L T I T I L S

e

— g gl g

- e

g g

- -

T T o T









